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Hacrosimuit TokyMeHT conepUT HHPOPMAIHIO, aKTyaJIbHYI0 Ha MOMEHT ero coctaienus. OO0 "BCC" ne
rapaHTUpyeT OTCYTCTBHS oIIMOOK B JaHHOM aokyMeHte. OO0 "BCC" octaBnser 3a co6oii mpaBo BHOCHTh
HW3MEHEHUS B TOKYMEHT 03 IpeABAPUTEIbHOTO YBEIOMIICHHSI.

Hukakas yacTh TaHHOTO TOKyMEHTa HE MOKET OBITh BOCITPOHM3BEICHA MIIN TIepeiaHa B Kakoil ObI TO HH OBIIO
(hopme 1 kakuMu OBI TO HU OBLTO cpecTBaMu 6e3 muckMeHHoro paspemienns OO0 "bBCC".

00O "BCC" e TapaHTHPYET, 9TO CIESMU(DUITMPOBAHHOE B HACTOSIIEM TOKYMEHTE IIPOTpaMMHOE oOecIieueHIe
HE coepkuT nedexToB, OymeT padboTaTh B IPOHU3BOJIHHO BEIOPAHHBIX YCIOBHUSIX U MIPH 3TOM YIIOBJICTBOPSTH
BCeM TpeOOBaHUIM, KOTOPBIE MOTYT OBITh K HEMY TPEIbSIBICHBI.

00O "BCC" He rapaHTHpYET pabOTOCIIOCOOHOCTh HEICTAIBHO MOJTYYSHHOTO MPOTrPAMMHOTO 00€CIICUCHUS.
HeneranbpHoe HCoap30BaHUE MPOTPAMMHOTO 00eCTIeUeHHS U JOKYMEHTAIIMU Ha HETO MTPecieyeTcs 3aKOHOM.

Hammenosanne OOO "BCC", ToBapHBIHA 3HAK , MIPOIYKTHI ¥ UX HamMeHoBaHus ""Cuctema Jlucran-
monHoro bankosckoro O6cyxkuBanus BS-Client x64" (" IO BS-Client X64") sistroTcst HHTEIIEKTYaTBHORK
cobctBerHOCTEI0 OO0 "BCC" 1 0XpaHsIOTCSA ACHCTBYIOMIMM 3aKOHOIATEIHCTBOM.

Bce nHbIe yIOMSHYTBIE B HACTOSIIEM JOKYMEHTE MapKH, Ha3BaHUA MIPOAYKTOB U (PUPM MOTYT SIBIATHCS MH-
TEJUIEKTyaJIbHOH COOCTBEHHOCTHIO COOTBETCTBYIOIINX BIIAJAEIIBIIEB.

© 2024 000 "BCC"
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BBeaneHue

Hacrosimuit TOKyMeHT SBISETCS YacThio JoKyMeHTanuu mo cuctemam "JIBO BS-Client x64" sep-
cun 20.2.027, pyHxkunonupyomum B pexumax [leHrpanuzoBanHol u PacnipeneneHHoi cxeMm.

Ha KOoro opmeHTMpoBaH AOKYMEHT

I[OKYMGHT NpeaAHAa3HAYCH JIA TOJIb30BATCIIA KJIMEHTCKOM YaCTU NOACUCTEMBI "I/IHTepHCT-KJ'H/ICHT".

Ha3HauyeHue AOKYyMeHTa

HasnauyeHue 1O0KyMEeHTa COCTOUT B IPEJOCTaBICHUN HH(DOpMaIMu 00 yCTaHOBKE, HACTPOUKE U 00-
HoBJIeHUHU APM xnuenta noacuctemsl Mumepnuem-Kiuenm.

OpraHmsauuna AOKYyMeHTa

I[OKyMeHT pa36I/IT Ha HCCKOJIbKO TI'JIaB.

B rn. 1 «O6ume ceenenus» [ctp. 9] npuBoautes obiast nuHGpopMmanus o noacucreme Mumeprem-
Knuenm.

B . 2 «Mucrpykimm mo noaroroke APM» [crp. 16] npuBenens! moapoOHbIe HHCTPYKIIUH IT0
yCTaHOBKE, HACTpOiike 1 0OHOBICHNHN A PM KnweHTa moacuctemsl Mumepuem-Kiuenm.

PekoMeHAauum No MCNoJZ1b30BaHUIO AOKYMEHTa

JIOKYMEHT peKOMEHIyeTCsI UCII0JIb30BaTh U B KAU€CTBE 03HAKOMHTEIBLHOTO MaTepuaia, U B Kade-
CTBE cripaBouHUKa Tpu padbote ¢ cucremoit "JIBO BS-Client x64". JIokyMeHT peKOMEHI0BaH KaK
JUTSL TTOCJICIOBATEIILHOTO, TaK U JIJISl BRIOOPOYHOTO U3yUCHHUSI.

BHuMaHue!

Marepuaili MOXET COJAEepP)KaTh OOJBIIOE KOJHYECTBO MEPEKPECTHBIX CCBUIOK HA JPYTHE YacTH JOKY-
MeHTaluu. J[J1s1 FHTCHCUBHOTO M3Y4EHHS MaTepHaia, ObICTPOro MOMCKa HEOOX0JUMOW HH(POPMAIINU U
yIOOHOTO Mepexo/ia Mo CChIJIKAM PEKOMEHAYETCS BOCIIOJIB30BAThCS KOHTEKCTHOW CIPABKOM CHCTEMBI
"IIBO BS-Client x64": B cipaBke coepXUTCs HanboJIee MoHas HHGOPMAIIUSI O CHCTEME H MOPSIKEe
paboTsI ¢ Hell. KOHTEeKCTHAS ClipaBKa BBI3BIBACTCS M3 CHCTEMBI 110 HaXKaTHH KiIaBUmu F1.

CornaweHus no opopMI€HUI0
KaBrrukamu BBIIACIAKOTCA 3HAYCHUA oaeun 9KpaHHBbIX (1)0pM " pa3IMYHbIX I1apaMETPOB.
HanmeHnoBanusa Pa3aciioB U MYHKTOB MCHIO OTACIIAIOTCA APYT OT Apyra CUMBOJIOM —>.
CCI)IJ'IKI/I B TCKCTEC CHa6)KeHI)I MOJYCPKHUBAHHUCM.

Juis BeImeneHust OJIOKOB TEKCTa HCIIONB3YIOTCS CIICIUANbHBIE CpeAcTBa OPOpPMIIEHUS, TIPECcTa-
BJIICHHBIE HIDKE.




for|

Bsenenue

NMpuMmevyanue

Cory>XUT A7l BBIJETICHUS JONOJIHUTENBHON WK pa3biCHSIONEeH HH(OPMAIUY, B TOM YHCIIE CCHUIOK Ha
(parMeHTHl JOKYMEHTAIUH, ColepKaye 0ojee oapoOHbIe cBeieHns. B 0CHOBHOM ciienyer Hermoc-
PEIOCTBEHHO 32 3JIEMEHTOM, K KOTOPOMY OHO OTHOCHTCS], HO MOXKET IIPENIECTBOBATH LIEJION IIaBe HIIH

paszeny.

BHuMaHue!

City>UT 17151 BBLACJICHUS BayKHOM HH(OPMAIMHY, Ha KOTOPYIO ClIeAyeT 00paTUTh BHIMAaHUE.

CnyHT AJ1s BBIICTICHUS TOTOJIHUTEIbHON HH(OpMAIIMY, PEKOMEHA0BAHHOM JUIs yTriTyOIeHHOTO U3Y-
YeHHs CUCTeMBI. B ocHOBHOM MH(OpMaIus, moMedeHHas mogo0HsIM 00pa3oM, mpeacTaBisieT co0oi
OIMCAaHUE PEAKO HCIOIB3YEMbIX BO3MOXKHOCTEH CHCTEMBI. JlaHHY 0 HH(POPMAIHIO MOXKHO MPOIYCTHTh
MIPY O3HAKOMHTEJIEHOM YTCHHH.




Fnoccapum
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I'naBa (moxymeHTa).

I'pynna uHCTpyKIHH.
CwM. Taroke MHCTpYKITHSL.

JlucTaHIMOHHOE OAaHKOBCKOE 00CITYKUBaHHE.

Cwm. taxe llenrpanuszoBannas cuctema "JIBO BS-Client x64" , Pacnipene-
nennas cuctema "JIBO BS-Client x64" .

Cum. UHCTpYKIIHSL.

OrnepallOHHAas CUCTEMA.

[IporpammHoe obecnieueHue.

Cwm. Pacnipenenennas cucrema "JIBO BS-Client x64" .

Paznen (moxymenTa).

Cwm. Lentpanuzosannas cucrema "JIbO BS-Client x64" .

NepeyeHb TepMUHOB

bauk-knuenrt

BaHKOBCKas 9acTh CHCTEMBI
(momcucTeMBI)

Brimucka On-Jlaiin

HNHuctpykuus

Iloocucmema, npeTHA3HAYCHHAS IS TTOJIL30BATENCH-KIIMEHTOB OaHKa, o0ec-
MIeYNBAIOINAsl B3aUMOJICHCTBHE MOIB30BATENSI C CUCTEMOM MOCPEACTBOM yC-
TaHABIIMBAEMOTO Ha pabodvell CTaHIMH IOJB30BATENsI KIHEHTCKOTO MPUIIO-
xennst Cbhank.

COBOKYITHOCTh KOMITOHEHTOB CHCTEMBI (ITOJICHCTEMBI), PACIIOIOKEHHBIX Ha
cmopone bauka.

Iloocucmema, SBISIIOIIASCS ONPAHUYEHHBIM BAPUAHTOM NOACUCTEMBI MH-
mepuem-Knuenm. Ilpenocrarnser kiueHTaM 0aHka (QyHKIIMOHA IPOCMOT-
pa BBIMHCOK IO CBOMM cueTaM M HH(POPMAIMOHHBIX COOOIICHUH, 0e3
BO3MOKHOCTHU OCYIIECTBICHUS KaKUX-JIM0O0 ()MHAHCOBBIX TPAH3aKIIUH.

B pamkax mokymenTtaiu o cucteme "JIBO BS-Client X64" uncrpykims
(cokparieHHO uHcmp.) — MOAPOOHOE OMHMCAHKE TOCICIOBATEIBHOCTH JCH-
CTBMIA, KOTOPBIE HEOOXOAMMO BHIMOMHHUTE B cucreme "'JIBO BS-Client x64"
WM B CTOPOHHEH cHUCTEeMe Il PEeIIeHUs HEKOTOPOH 3JIEMEHTapHOU 3aauu.
OCYIIECTBJICHUSI OTIEPAIIMH HAJl OJHUM HIIH HECKOJIbKUMH OOBEKTaMH CHCTE-
MBI, 3allyCKa MPHIOKEHHs, 3aJaHus] 3HAUYCHUH KOH(UTYPaIMOHHBIX Mapa-
METpOB | T.J1. [[puMepbl HHCTPYKIMIA: co3aHue / peIaKTHPOBAHHE TOKYMEH-
Ta, MOJMKCH TOKYMEHTa, H3MEHEHHE MapoJist JAJIst BXoaa B cuctemy. [Topsimok
BBITIOJTHEHHSI HHCTPYKIUH OTPEeIsIeTCs peziamenmamu 1o pabote ¢ Cu-
CTEMOH.




I'moccapuit

HHTEepHET-KNUEHT

Knuent

KimmenTckas 4acTb CUCTEMBI
(moacucrembr)

JIumur

OOBeNMHEHHBIN CTaTyC JO-
KyMEHTa

OO0BeKT

IInaTexxHblii JOKYMEHT HU-
JKECTOSIIIIUX HAa KOHTPOJIb

[TonpasneneHue

IToncucrema

Pacnpenenennas  cucrema
"IBO BS-Client x64"

Iloocucmema, petHa3HAYCHHAS IS TIOJIH30BATENEH-KIMEHTOB OaHKa, obec-
MIeYMBAIOINAsl B3aUMO/ICHICTBHE TIOJIB30BATENS C CHCTEMOU TIOCPEICTBOM BEO-
Opaysepa.

IOpumuueckoe MUI0, MHANBUAYATBHBIN TPEANPUHAMATEb UK (PU3NIECKOE
JIMIO, 3aHUMAIOIICECs YaCTHOW MPAKTHKOW B MOPSIKE, YCTAHOBICHHOM JICH-
CTBYIOIIUM 3aKOHOAATENLCTBOM Poccuiickoit Menepaiiny, 3aKI0YHUBIICE C
0aHKOM JIOTOBOp Ha MPEIOCTABICHUE YCIYT C HCIOJh30BAHUEM CHCTEMBI
"IIBO BS-Client x64" (cm. pasa. 2.1 «bu3Hec-CTPYKTYpa CUCTEMBI» 0K, M-
mepnem-Knuenm. Pykosoocmeo nonvzoeamens).

COBOKYITHOCTh KOMITOHEHTOB CHCTEMbI (IIOJICUCTEMBI), PACIIOIIOKECHHBIX Ha
CMOpOHE KAuenma.

O0beM pacxo10BaHsI ICHEKHBIX CPEACTB, ONPEIEIIIEMbIi 1 YTBEPKIaeMbIi
JUIS TICHTPa OTBETCTBEHHOCTH [ 0JIOBHOI KOMIaHWElW, Ha 3aaHHBIA TIEpUOT
IUIAHUPOBAHUS TI0 ONPEACICHHOMY HA00PY aHATUTHYECKUX KOOPMHAT.

CocTosiHUE TOKYMEHTA, ONPeIeIsieMOe B IaHHbI MOMEHT BPEMEHHU €r0 CTa-
TyCaMHU B CMCKHBIX CUCTEMaX, YUACTBYIOIINX B COBMECCTHOM JJOKYMCHTOO-
oopore.

CoOBOKYIHOCTb OpraHu3aluid, 00BEIUHEHHBIX AT 3a0aHUsI €AUHBIX PaBUII
pab6otsl B cucteme PIIK. O0bekT co3maercs mis padbotsl B cucteme PIIK B
nenom it Kopriopanuu, Xonaunra, ['pynnbl koMnanuii (BKItOYas CTPYK-
TYpHBIE TIO/Ipa3IeICHNs, JOUEPHIE U 3aBHCUMbIE OpraHu3anun). B cucreme
PLK o0bekT 3amaercs B crpaBouHuKe [ 0106Hb1e KOoMnanuy. CIpaBOUHUKH
Opeanuzayuu [MBbA] u Cmpykmypur Benytes B cucteme PLIK B puBsizke k
OOnexTy.

IlnarexHblid JOKYMEHT C IOMOJHUTEIbHBIMU aHAJTUTUYECKUMU IPU3HAKAMH,
HEOOXOAMMBIMHU [T TPOXOXKICHUS KOHTPOJIS U akienra B cucteme PLIK.

O6ocobnennoe (humuan) mubo BHYTPEHHEE CTPYKTYpHOE IMOJpa3ieiicHue
KPEIUTHOI OpraHu3aluy, UMEolee MpaBo MPUHUMATh IUIATEKHO-PACUeT-
HBIE JOKyMEHTBI IOPUINYECKHX JINLL.

B pamkax cucremsr "JIBO BS-Client x64", paboraromeit B pexxume [Jenmpa-
JIU306AHHOU CXeMbl, MOTYT B3aUMOJICHCTBOBATh HECKOJIBKO TOIpa3/ICICHUI,
OJIHO U3 KOTOPBIX SIBJISICTCS TOJIOBHBIM; B PaMKaX CHCTEMbI, paboTaroIiel B
pexume Pacnpedenennoli cxembl, IPUCYTCTBYET €ANHCTBCHHOE MOJIpa3/ielie-
HUEC.

K moapa3zgeneHnio MOXeT OTHOCUTHCS HECKOJIBKO YIAIEHHBIX TUIOMAIOK.
Cwu. takke ['onoBHOE moapazieneHue.

COBOKYHHOCTI) KOMITIOHCHTOB CHUCTEMBI, HpCI[HaE]HaLICHHI)IX JJIA peHICHI/ISI
OTPEICTICHHBIX TEXHOJIOTHYECKUX 3a1au. [10ICHCTeMBI ACTISATCS Ha OCHOGHbLE
noocucmemsl U C1yxHceOHvle NOOCUCHEMDBL.

JIenenrpamu3oBanubiii pexuM pabotsl cucremsl "JIBO BS-Client x64", mpu
KOTOPOM XpaHEHHE JIaHHBIX, Y4ET KIMEHTOB U JOKYMEHTOO0OPOT OCYIIECT-
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I'moccapuit

Pocnuce

Cropona OaHka

CropoHa KIIheHTa

Crpoka pocrnucu

VYyeTHas 3amuch II0JIL30Ba-
TEs

IlenTpanusoBaHHas cuctema
"IIBO BS-Client x64"

BIISIFOTCSL OTZEIBHO B KaXI0M (hrimajne KpeAUTHOW OpraHU3allui U HEe3aBH-
CHUMO OT APYTUX (hrUananos.

DUHAHCOBBIN IUJIaH PAacXO/IOB U MOCTYIUIEHUN JEHEXKHBIX CPEJCTB, COCTa-
BIsieMblit ams ['pynnel komnanwii, Koprioparuu, XonauHra, B pa3pese opra-
HHU3AIMOHHO-(DMHAHCOBBIX €AMHUI] Ha ONIPEeIeHHBIN mepruo T (T, KBapTa,
Mecsi). JloxoaHas v pacxoaHas 4acTd POCIIHCH COMepKaT yKa3aHus Ha HC-
TOYHUKU NOCTYIUICHUS U HAIIPaBJIEHUA pacX0J0BaHUs CPEICTB, KaK MPaBUIo,
MPEJCTABJICHHBIC B BUJIC KJIaCCH(DHUKAIIH.

CoBokynHocTh Komiuiekca (APM) OaHKa U KOMIUIEKCOB YAaJICHHbIX ILIOIIA-
TIOK.

CoBokymHOCTh KOMIUTeKcOB (APM) kineHra.

Ha6op nokasareseit CHCTEMBI aHATUTHYECKUX KOOPAUHAT (KO KitacCu(UKa-
LMY, DJIEMEHT OpraHU3aIMOHHO-(ODHHAHCOBOM CTPYKTYpHI, (PMHAHCOBBINA T10-
kazatesb). Co3maeTcst COOTBETCTBYIOMUM JokymMeHToM PIIK.

O6bekt cuctemsl "JIBO BS-Client x64", comepxamuii ayTeHTHHHUKAITHOH-
HbIE JJaHHbIE MOJIL30BATENIs, a TAKKE APYIyI0 HHPOPMAIIHIO, HEOOXOIUMYIO
JUIsL pa3rpaHUYEHHUs JOCTYIIA TI0JIb30BaTeN el K CHCTEME.

Pexxum pabotsr cuctemb "JIBO BS-Client x64", npu kotopom yripasieH#e
CHCTEMOM, XpaHCHHE JTAaHHBIX, YYET KJIMEHTOB M IOKYMEHTOOOOPOT IIEHTpa-
JIM30BaHBI B TOJIOBHOM IO/Ipa3/ieiecHHd MHOTOGIIHATbHOTO Oanka. [Ipu uc-
MOJIb30BAHUH JTAHHOTO pPEXHUMa pabOThl BECh TOKYMEHTOOOOPOT MEXIy
KJIMCHTaMH W GuiraiaMu 0aHKa ocyriecTBisieTcs: depe3 cepsep b0, pac-
MOJIO’KEHHBIN B TOJIOBHOM TMOIPa3/IeICHUN KPEIUTHON OpraHU3aIHH.




'nasa 1. Ouime cBeaeHuns

1.1. O6ecneuyeHune 6e30nNacHOCTM AAaHHbIX

Honcucrema Uumepnem-Knuenm obecrieunBaeT 06€30MaCHOCTh U KOHPHICHIIHATEHOCTD JJOKYMEH-
TO0OOpOTa C OAHKOM 3a CUET WCIOJIb30BAHMS PAa3UYHBIX CHCTEM KPUNTOrPadUYecKO 3aiiThl
nHpopmaruy, B ToM urciie ceprudurupoBanabix OCB. IIpu padote ¢ cucremoit Mumeprem-Knu-
enm BeCh Tpa(hHK MPOXOIUT Yepe3 MEXaHN3MBI 00ecTieUeHISI 0€30ITaCHOCTH COSTMHEHUS C OaHKOM —
npoTokoinsl SSL wm TLS, no3Bosstoniye moBHICUTh HAJCKHOCTD CBSI3H U JOCTHYD FOPHIMUECKH
3HAYMMOTO JIOKyMeHTooOopoTa. [logcucrema Humepnem-Kiuenm obecrieunBaeT KIMEHTY OaHKa
YHHUBEPCAIBbHOCTh CPEJCTB NOCTYyMa K ceTi MHTepHEeT (MpH 3TOM JOCTYI K CHCTEME MOKET OBITh
OCYIIECTBIICH U3 JIFO00I TOYKU MUPA C TF0O0T0 KOMITBIOTEPA — JIOCTATOYHO UMETh JIUCKETY C KITIO-
YaMH SJIEKTPOHHO-1IH(PPpoBOH moamucu — DI1) 1 BOZMOKHOCTh PACIPEISICHHOTO TOCTYIA K IOKY-
MEHTaM JUIl, MMEIONIMX MpPaBO MEPBOH, BTOPOM MOJIKCH, YTO MO3BOJISIET MM YTBEPXKIATh
TUTATEXKHBINA TOKYMEHT 0e3 0053aTelTbHOTO OTHOBPEMEHHOTO TIPUCYTCTBUSI B KOHKPETHOM MECTE.

1.1.1. 3awmTa KNAouen

Tax xak mojacucrema Mumeprem-Kiuenm nipenHazHadena i padoThl ¢ GPMHAHCOBBIMH JOKYMEH-
TaMH, TO TIOJI30BATENIO CTOUT y/IENISATh IMOBBIIIIEHHOE BHUMaHHUE BompocaM Oe3onmacHocTH. Mexa-
HU3MOM HJICHTH(QHUKAINHA 1 OCHOBHBIM MEXaHW3MOM 3aIIHUTHI JAHHBIX B [TOJICUCTEME SABIISETCS KITI0Y
CK3U, xpansmuiicss Ha CMEHHOM HOCHTEJIE, TOITOMY HEOOXO0IMMO UCKITIOYHTD JOCTYTI K CMEHHOMY
HOCHTEIIIO TIOCTOPOHHUX JUI. CMEHHBIN HOCUTEIh HEOOXOIMMO:

* XPAaHUTb B HEJOCTYIIHOM MECTE;
* HE OCTaBILITh B KOMIIBIOTEPE.

Taxke He CTOMT KOITUPOBATh KIIOUH, XPaHSIINECS HAa CMEHHOM HOCUTENE, Ha )KECTKUHM AUCK KOMITb-
oTepa.

Jist yMeHbIIeHs 0OpalleHHi K KIIF0UEBOH TUCKETE MOCie BX0/1a B IOACUCTEMY KitoueBast HH}op-
Malys 3arpy’aercsl B aMsATh KOMIIBIOTEPA M OCTAeTCsl NOCTYIHON 0e3 oOpaleHui K KII0YeBOH
JMCKeTe B TeueHue Bcel pabotol. KimroueBas nHpopManus ynausercs U3 maMsITH 4epe3 5 MUHYT
ocJjie MmocjaeqHero K Heil oOpatenus, Jnbo npH BeIxoae U3 nogcucteMsl. [loaTomy, nocie 3aBep-
1IeHus1 paboTbl HEOOXOIUMO 00SI3aTENBHO BBIMTH U3 MOJCUCTEMBI.

1.2. Tpe6boBaHMA K NPOrpaMmMHOMY
OKPY>XEeHMUI0

CropoHHEEe MporpaMMHOE 0OecTIiedeHre TOJKHO OBITh YCTAHOBJIEHO J0 YCTAHOBKHA KOMITOHEHTOB
APM xmuenTa noacucteMsl Mumepnem-Knuenm. TpeOoBaHHS K CTOPOHHEMY IPOTPaMMHOMY 00ec-
[IEYECHUIO MTPUBEIECHBI B CIEAYIOMIEH Ta0nuIe.




OO1ue cBegeHnus

1.2.1. TpeboBaHMA K NPOrpaMMHOMY OKPY>XXEHUIO

Bup I1O HaumenoBanne Bepcun I1O Ipumeyanus
o Pexomenp. | Ilomuep:k.
oC Windows 7 x86 u x64 |Vistax86, |Hduspabdorsic OC Windows Vista tpebyer-
(Ultimate, cs crierasibHast Hactpoiika OC

Professional, |2008 Server
Enterprise, |(Standard
Home Edition,
Premium, Datacenter
Home Basic) |Edition, Web
Edition),

2012 Server
X64
(Foundation
Edition,
Essentials
Edition,
Standard
Edition,
Datacenter
Edition),

2016 Server
2019 Server

8 x86 u x64
(8, 8 Pro, 8
Enterprise)

10 x86 u x64
(Home,
Professional,
Enterprise)

MacOS OS X El OS X El Ipu pabote ¢ moacucremont Humepnem-
Captain Captain Knuenm B cpene MacOS, npu nonnucanuu
(10.11.6) (10.11.6) JOKYMEHTOB HaKJIaJBIBAIOTCS CIIEAYIOIIUE
OrpaHHYCHHS:

®* HCOOCTyIHA BUPTYyaJlbHAA KJIaBHATYypa,

* HemocTymHa GopMa OXXHIAHUS IPU
JUTUTEIIbHBIX OIEPaLHsIX;

* OTCyTCTBYET (popMa onmcaHus JOKY-
MEHTOB B OKHE MHOXECTBEHHOM 11011~
ITUCH.
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Bup ITO HaumeHnoBanne Bepcun I1O Ipumevanus
no Pexomenn. | Ilomaep:k.
Astra Linux SPECIAL SPECIAL Bo03MO0XHOCTH HCTIONB30BAHUS cepaucd

EDITION EDITION NPOBEPKU KOHMpazenmog npu padoTe u3

1.7 BOPO- |1.7 BOPO- |mox OC Astra Linux mons3oBareisam UK

HEX HEX HEIOCTYIIHA.
EcTh orpanuueHus mo JOCTYIHBIM K UC-
II0JIb30BaHUIO CPEJCTB MOJIUCH.

CK31 Kpunrollpo CSP™ 3.6 Onucanue TpeboBanuii k [10 cMm. Ha caliTe

KpunrolTlpo CSP™ 3.9

Kpunrollpo CSP™ 4.0

paspabotuuka http://www.cryptopro.ru.
He noanep:xupaercs npu pabore B MacOS.

He nonnep>xuBaercs npu padore 8 OC
Astra Linux

Kpunrollpo CSP™ 5.0

Onucanue TpeboBanuii k [10 cMm. Ha caliTe
paspaboruuka http://www.cryptopro.ru.

He nonnep:xusaercs npu padbore B MacOS.

Kpunrollpo ®KH CSP™ 3.9

COBMECTHO C HCIOJIB30BAHNEM YCTPOHCTB!
* USB-xmou eToken

e cmaprt-kapta eToken

* USB-xmou JaCarta

e wMmapt-kaprta JaCarta

He nonnepxusaercs npu padbore B MacOS.

He mognepxuBaetcs pu padore B OC
Astra Linux

Kpunrollpo Pyroken CSP™

st paboThl TpeOyeTcst ycTpoiictBo PyTto-
ke D™,

He nonnepxupaercs npu pabore B MacOS.

He nopnepxxkuBaercs npu padore 8 OC
Astra Linux

Message-PRO™ v.5.0

He nonnepxusaercs npu padbore B MacOS.

ITpu pabote 8 OC Astra Linux, mist xpare-
HUSI KJTFOYEH MOTYT OBITh IPUMEHSITHCS
TOJIbKO TOKeHbI PyToken DIIIT 2.0.

eToken TOCT™

JaCarta ’'OCT™

Pytoken DLIIT™

He nognepxusaercs npu pabore B MacOS.

He nonnepxuBaercs npu padore B OC
Astra Linux

11
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Bup ITO HaumeHnoBanne Bepcun I1O Ipumeyanus
o

Pexomenn. | IMomnepax.

Pytoken OIII1 2.0™ BszaumogeiictBue ¢ cucremoii //FO BS-
Client x64 obecrieynBaeTCs My TEM HUCTIOIb-
30BaHus Kpunroouonmoreku "*ARD

Token GOST™
Be6-6paysep | Microsoft Edge 118

Mozilla Firefox x86 |24.0 He nonpnep:xuBarotcs oneparyu ¢ moj-

Opera x86 Next 17.x MIHCHI0 B MHOTOTIOJIE30BATEIHCKOM PEIKH-
Me

Google Chrome x86 |29.x

Safari 11 Tonbko npu ucnons3oBannu MacOS.

Yandex Bpaysep [onnepxxusaercs padota uepe3 [OCT
TLS, npu yciioBuu ucrons3oBanust Kpur-
tollpo CSP 5.0 R2

Atom Pa6ora uepe3 'OCT TLS ue nmoanepxu-
BaeTcs

ITO mis pa- |Opuu U3 mpoaykToB KoMmauuu Adobe
OOTEHI C TOKY-
MEHTauuen

1.3. TpeboBaHMA K annapaTHOMY
obecneuyeHuto

Kommbrotep, ¢ KOTOporo OyneT OCYLIECTBIATLCA paboTa, TOJIKEeH 00J1a/1aTh XapaKTePUCTHKAMH,
MO3BOJISIONIMMH 00€CIICYMBATh (PYHKIIMOHUPOBAHHUE YKa3aHHOTO B pa3. 1.2.1 « TpebGoBaHus K npo-
rpaMMHOMY OKpyskeHuto» [ctp. 10] nmporpamMmuoro obecreyeHusl.

Hcrnonp3yemblit MOHUTOP JTOJDKEH MOAIEPKUBATh pa3pellieHue 3KpaHa ¢ mupruHoi He MeHee 1280
MHUKCEIIEH.

1.4. OnucaHme npouecca noarotoekm APM
KJINeHTa noacucrtembl MHTepHeT-K/IneHT

BHuMaHue!

[Monb3oBarento, npoBoasuieMy yctaHoBky CIIO, He00X0IMMO UMETH ITPaBa JOKAIBLHOTO aIMUHUCTPA-
topa OC.

[lepen sxcrutyaranueit moacuctems! Mumeprem-Kiuenm HE0OX0IUMO OCYIIECTBUTH YCTAHOBKY U
HACTPOWKY KOMITIOHEHTOB IMOJICUCTEMBI B CIIETYIOIIEM MOPSJIKE:

1. Hactpolika comyTCTBYIOLIETO NPOrPaMMHOT0 00ecrieyeH s, HeOOXO0IUMOTO I HOPMaIbHOU
paboTHI C MOACUCTEMOH.

a. IlepeueHsb CTOPOHHETO MPOTPAMMHOTO OOECIIEUEHHUs, KOTOPOE HEOOXOIUMO TPEaBAPH-
TENhHO YCTAaHOBHUTH Ha APM kimueHTa, nmpuBe/ieH B pasf. 1.2 « TpeboBaHuUs K mporpamMmm-
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HOMY okpykenuto» [ctp. 9]. Tlpu BeIOOpe Bepcuit croponnero IO HeoOXomumo
PYKOBOJICTBOBAThCS 0COOCHHOCTSIMU Hctosib3oBanus 110 (cMm. pasa. 1.6 «OcobeHHOCTH
UCTI0NIb30Banus 6pay3epos u OC pas3auynbIx Bepeuit» [cTp. 13]).

b. B ciayuae coenuHeHns ¢ 6aHKOM IO MPOTOKOIY TLS Heo6X0auMO peaBAPHTEIHHO BHI-
MIOJIHATH YCTAaHOBKY cepTHU(HKaTa, BRIIAHHOTO OaHKOM Ha APM mons30BaTens MOICH-
creMbl. [t ycTaHOBKH cepTU(HUKAaTa BOCIOIB3YHTECh JOKYMEHTAIMEH pa3padoTInKa.

Cc. Jns macrpoiiku CITO BeITIONIHATE ACHCTBUS, ONMMCAHHBIC B I'p. HHCTP. «HacTpoiika co-
nyrcrByforero I10» [crp. 16].

2. YcTaHOBKa KOMIIOHEHTOB mojacuctembl Anmepnem-Kuuenm va APM xnuenta. s ycTaHOBKH
KOMITOHEHTOB (Cab-(haiiioB) BEITOIHKUTE AEHCTBIS, ONMCAHHbBIE B HHCTP. €Y cTaHOBKA / 0OHO-
BIeHHE KoMIOHeHTOB APM kinenra moacucremsr Murepuer-Kiament» [crp. 18].

3. Hactpoiika napaMeTpoB BX0/ia B CHCTEMY C THIIOM 3alllUThl KaHajla OMHOCTOpoHHMM SSL. Jls
HACTPOWKHM MapaMeTpPOB BXOJIa BBIMOJHUTE ICHCTBHS, ONMCAaHHbIC B UHCTP. «HauyanbHas Ha-

CTpOiKa IapaMeTpOB BXOJd B CHCTEMY C THIIOM 3all[MThl KaHala OJHOCTOPOHHHI
SSL» [erp. 20].

1.5. OnucaHve npouecca obHoBneHusn
KOMMNOHeHTOB APM kKnvneHTa

OOHOBIICHHE KOMITOHEHTOB APM KIMeHTa MOACHCTEMBl Mnmepnem-Knuenm WHUIUUPYETCS Ha
cTopoHe Oanka. Eciii Ha cepBepe OaHKa MOSBUIICS ITakeT 0OHOBIEHU A PM, TO Ipy BXOE Ha IJIaB-
HYyIO CTpaHUIly caiiTa WU TOCJIE BXOJa B MOACHUCTEMY OyJeT MPEAIOKEHO YCTAaHOBUTH IUIATHH,
o0ecIeuynBaoIMnuNd padoTy KINEHTCKON JacTH HMOACUCTEeMbI Mnmeprnem-Knuenm. JIjis TOro 4T0OBI
YCTaHOBUTh IIATMH BBIITOJHUTE JCUCTBUS, ONMMCAHHBIC B HHCTP. «YcTaHOBKA / OOHOBJICHUE KOM-
moHeHToB APM xnnenTa noacucreMsl Murepuer-Kiauent» [crp. 18].

MpuMmeuyaHue

ITopsiiok aewcTBHI, KOTOPBIA HEOOXOANMO BBITIOJHUTE ISl YCTAHOBKH TTaKeTa OOHOBJICHHI HE OTIIH-
HqaeTcCAa OT HOpH}IKa HeﬁCTBHﬁ l'IpI/I HepBOHa‘IaJ'IBHOﬁ yCTaHOBKe KOMIIOHEHTOB ITIOJACUCTEMBI, HpOI/IBBO'
MBI ¢ caiiTa OaHKa.

B cnyuae oTkasa oT yCTaHOBKHM [TakeTa 0OHOBIIEHHUI HET rapaHTHH, YTO MojicucTeMa OyaeT paboTaTh
JOJHKHBIM 00pa3oMm.

1.6. Oco6eHHOCTHN UCnosib30BaHUA 6pay3epoB
n OC pa3/siMyHbIX BEpCUM

1.6.1. OcobeHHOCTM paboTbl ¢ OC Windows Vista

B OC Windows Vista peann3oBan MeXxaHH3M KOHTPOJIS YIETHBIX 3amucei moab3osareneii (UAC),
NPU3BAHHBIN MOBBICHTH OE30IIACHOCTh CHCTEMBI. JIaHHBIA MEXaHHM3M B YHCJIE MTPOYErO OCYIIECT-
BJIIET KOHTPOJIb OOpAIEHHs MMPUIOKEHHH K (haiiaM jKeCTKOro jJucka. IIpy MombITKaxX 3aIucH
NPHIOKEHHUEM JaHHBIX Ha JKECTKHM JUCK, & TAKXKE MPH MOIBITKAaX YCTAHOBKH IIPOrPAaMMHOTO 00ec-
NeYeHHs, MEXaHU3M KOHTPOJIS YYETHBIX 3auceil MO0 TpeOyeT MOATBEPKAEH S HEOOXOAMMOCTH
BhIoNHeHMs AeiicTBus (cM. puc. 1.1), mubo 3amperaer ero.
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KOHTpONb Yy4ETHLIX 3aniceii nonL308aTenci E

Windows TpebyeTca paspeweHne Ha NpoooDHEHRE

Ecni 5To AeAcTEWE 3anyuleHo BaM1, To I'I|:IEID.DJ'D\‘{ELT‘ITE.

@ YCTaHoBIWKMK HaacTpoek Internet Explorer
( Microsaft Windows

"lCBEﬂEHMﬂ MNpoaomsuTe | OTMeHa I

KoHTpone yy4eTHbx sanucel (UAC) noMoraeT NpenoTEPaTHTE
HECAHKUMOHWPOBaHHEIE M3MEHEHWA Ha KOMMBOTERE,

Puc. 1.1. 3anpoc UAC noarBep:kieHnsi He00X0AMMOCTH BbINOJHEHHS AeiicTBUA

[TockonbKy KIMEHTCKast YacTh MOACUCTEMbl Mnmeprnem-Knuenm B mpoiiecce cBoei paboTel o0pa-
maercs K (QaityiaM jKeCTKOTO JUCKAa, TO JUIS MOJIHOIICHHOW paboThl TpeOyeTcs MO0 MOCTOSHHOE
MTOATBEPKICHHE HEOOXOAMMOCTH BBITIOJHEHUE JCUCTBUS, TMOO OTKIIOYCHHE KOHTPOJIS YYSTHBIX
3aIIUCEH.

OOpaieHne KIMeHTCKOH 4acTu MoICucTeMsl Mumepnem-Knuenm K )KeCTKOMY AUCKY OCYIIECTBII-
sIeTCS B CJICAYIONINX CIydasx:

* YcTaHOBKa MY BXOJIE HA CAlT IUTaruHa, 00ecIeuynBaromero paboTy KIMEHTCKON YacTH TIOJICH-
ctembl Mnmeprnem-Knuenm. B nporniecce ycranosku UAC Oyer 3anpaiiyiBath OATBEPIKICHHS
0 HEOOXOIUMOCTH TIPOBEICHHS YCTaHOBKH (cM. puc. 1.1).

*  OcymecTBieHHE KpUNTOrpadhUIecKUX ONepalyil oANICH JOKYMEHTOB U IPOBEPKU MOIHCH.
Ecnu kpunrorpaduyeckne KIr0ud XpaHATCs Ha )KECTKOM JUCKE KOMIIBIOTEPA, TO IPU HCIIOJb-
3oBaHuM panga kpunrorpaduit UAC 3ampemaer oOpalieHne K KpUNTOrpaQuaecKuM KITFodam
(cm. puc. 1.2). B aToM ciydae He0OX0IUMO JIHOO0 pa3MelieHre KpunTorpadhuueckux KIrouei Ha
CMeHHBIX HocuTelmsnxX (cM. pasa. 19.6 «HacTpoiika mapaMeTpoB KIIOUEBBIX HOCHTENEH ab0HEH-
ToB DII» nok. Unmepnem-Knuenm. Pykosoocmeo nonvzoeamens), mubo otkmodeHne UAC
(cm. mHCTp. «Hactpoiika Windows Vista» [ctp. 16]).

Windows Internet Explorer Ed

FMKIUM HE MpOLLAKM NPoBEPKY, YOEOWTECE, UTO B CUMTEIESHILES
I L YCTPOWCTEO YCTEHOBENEH TpefyeMbli KNHYEE0R HOCUTENE W
NapaMeTPEl KNIDYEE0ro HOCMTENA BoifpadHoro aboHeHTa
HECTPOEHE! BEPHO.
MonpoByiTe NOBTOPKTE ONEPALMID EWE Pas. B cnydae Heyaaqm,
no#anyicra, ohpatuTecs & cnyxDy nogaep+km Bawero banka
(Owwmbka BrinonHeHrA. Error {number: -3) on exec function:
GetUserUID (@aiin 0TKPRITOrD KNKIYa HE HaRaeH MnK
noBpexAeH)).

Puc. 1.2. Coodmenue, BozHukamwiee npu 3anpere UAC odpamenus kK KpunrorpaguuecKuM Kidam

* CoxpaHeHHE TapaMeTPOB KIIOUYEBBIX HOCHUTENICH JOKAIBHO B (aiflle Ha KECTKOM HCKE
(cm. pasza. 19.6 «Hactpoiika mapaMeTpoB KIFOYEBBIX HOCHTeleH aboneHToB DII» nok. Mumep-
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nem-Knuenm. Pykosoocmeo noivzoeamerns). [Ipy NONbITKAaX COXPaHSHHUS TApaMETPOB Ha JKECT-
koM nucke UAC 3amperniaer obpaieHne K AUCKy. B 3ToM ciydae Takke HeoOX0auMOo 00
pasmemenue ¢aiina ¢ mapaMeTpamMu KIIOUeBbIX HOCUTENICH Ha CMEHHBIX HOCUTENSIX, JIN0O OT-
kirouenne UAC (cm. uHerp. «Hactpoiika Windows Vista» [cTp. 16]).

OcranbpHBIC TIPOIECCHI, BHITIOTHIEMbIE KIIMEHTCKON YacThIO MOACUCTEMBl Humepnem-Kiuenm, npu
ucnons3oBannu Windows Vista mpoTekaror Tak ke, Kak MPH HCIOJIB30BaHNK 00jIee paHHUX IMPO-
aykToB cemerictBa Windows.

JI7ist OTKITFOYEHHSI KOHTPOJISL YUSTHBIX 3AIUCEH, €CITH 3TO HE0OXO0JMMO, BHITTOJIHUTE ICHCTBHS, ONHU-
canHble B uHCTp. «Hacrpoiika Windows Vista» [ctp. 16].

1.6.2. OcobeHHOCTM MacwTabuposaHua B 6pay3epax
Opera n Google Chrome

B ciy4ae HenmpaBHIIbHOTO BBIOOpa MaciiTaba BeO-cTpanuil B Opaysepax Opera u Google Chrome
BO3MOXKHBI CJICAYIOIHNE OHII/I6KI/I 1 HEUITAaTHLIC CI/ITyaHI/II/I:

* B Opaysepax Opera u Google Chrome mMoxer ObITh HEZOCTYITHO H3MEHEHHUE pa3Mepa 001acTh
HaBUTALHH.

JI1st KOPPEKTHOTO OTOOpaKeHHsT BeO-CTPaHUIl HEOOXOIMMO TIEepel HayaioM paboTel B Opay3epax
Opera u Google Chrome ycranoButh Macitad **100%"".

1.6.3. Oco6eHHOCTHN YCTaHOBKU APM knueHTa
noacucrtemMol MHTepHeT-K/ineHT Ha BUpPTyaJibHbIX
MaluMHaXx

B cnyuae ecnu nmiuaHupyeTcs BHIIIONHUATE YCTaHOBKY A PM knueHTa noacvuctemsl Mumeprem-Kiu-
eHm Ha BUPTYaJTbHOU MaIllnHe, HEOOXO0UMO TIPEIBAPUTEIHHO 00ECTIEYNTh:

1.  Joctyn BUpTyaqbHON MalIMHBI K ceTH MHTepHeT.

2. [ocryn x HocuTensaM KmoueBoi nHpopmanuu USB-TokeH.
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naBa 2. MHCTpyKUMM No
noarotoeke APM

2.1. HacTtpouka conyrtcrByowero No

Hactpoiiky comytctBytomiero [1O HeoOX0MMO BBIIOIHUTH JIsl IOATOTOBKU APM KiveHTa moji-
cuctembl Hnmepnuem-Kiuenm (cMm. paza. 1.4 «Onucanue mporiecca noarotoBku APM knneHTa
nozacucrembl Uutepuer-Kinent» [ctp. 12]).

2.1.1. HacTtpounka Windows Vista

B ciyuyae ucnonb3oBanust OC Windows Vista pekoMeHIyeTcss OTKIIOYUTh MEXaHH3M KOHTPOJIS
y4deTHbIX 3anuceit (cM. pasa. 1.6.1 «Ocobennoctu padotel ¢ OC Windows Vista» [ctp. 13]).

OTKIIIOYCHHE MEXaHW3Ma KOHTPOJIS YYETHBIX 3aliced, ecld 3TO HEOOXOJIUMO, OCYIIECTRIISETCS
CIeMyIonuM 00pa3oM:

1. Oro6pasute nanens ynpasaenus Windows (Control Panel).

' Cwcrema v ee obDonyxMBaHWe YueTHble 3anvcK
Havane patote ¢ Windows | noaL30BaTenei

PesepeHoe KONUMPOBAHNE JaHHBIX @' MzmeHeHne TMNA y4ETHOR 3anucK
KOMMBIOTEDE

Odopmnenne n
bBezonacHocTe w pop
Mpoeepka cOGHOBASHKA nepcoHanmnsaLng

WMamenenne droHoBOTD pUCYHKE paBoderc

o PazpelueHne 3anycka Nporpamuegl
i P Zamy porg
g cTona

yepes Bpangmay3p Windows
MzpeHNTE LUBETOBYHD CXEMY

HacTpoiika paspeluenns 3kpaqa

¢ CeTb n MHTEpHET g pep ’
‘ MpocMmoTp cocToAHKA CETH M 33434 L Y

- Hacrpoika obwere goctyna k gainam g =Chl, ASBIK M PETMOH

CreHa KNZaBWaTypbl WAW Apyrix cnocoBos

. ! BECA3
. ;'; DﬁDp}-’,ﬂDBaHHE W 3BYK MzpeHenne A3bika oToBpaseHna
ﬁ ABTOMATHYECKOE BOCTIPOUZBELEHHE uHTEpdeiica

KOMN3KT-ANCKOE M ApYTHX HoCUTEnedH

MpuHTEp .

Meills l.- *.l CneumancHble BO3MOXKHOCTH

! Pexomengyerbie Windows napamerpel
OnTuruzauma oToBpaeHna Ha 3KpaHe

=& Mporpammel

:r—
i A
L="_.§

¥aaneHne nporpamMmbi
. _ JononuuTensHele napameTpel
HacTpoiika asTozarpy3xs nporpamm f

Puc. 2.1. ®parmenT naneau ynpasienus Windows
2. BoiOepure myHKT Y4eTHBIE 3aIHCH MOJIb30BaTEE.

3. Cucrema oToOpa3uT OKHO HACTPOWKH YYETHBIX 3aIICEN MOIb30BaTeNeH.
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Q YUueTHbIe 3aNKUcK NONb30BATENEN
MzmeHeHnE prCyHEE YHETHOR 3aNUCKk
"@" MpeaocTagnedne ApyTUK NONB3CEATENAM AOCTYNE K KOMMbHITEDY
'@" MzraeHeHne TMNA yYeTHOR 33nKcK

I3 windows CardSpace
] P

':rrI'IFJEEﬂEHHE I.r1H¢CF?I",15LI,IrICHHbe‘,1I.—1 K3apTamMK 4nA NojenYeHnA K MHTEQaKTHUEHBIM CJ'I}-DKE'EM

Puc. 2.2. OxHO HACTPOHKM Y4eTHBIX 3aNuceil MoJb30BaTeei
4. Bribepute MyHKT Y4eTHBbIE 3alIUCH NMOJIb30BaTeeii.

5. Cucrema 0T00pa3uT OKHO U3MEHEHHS TapaMeTPOB yUETHOMN 3aITUCH MTOJIb30BaTENS.

I@I
BHeceHMe MaMmeHeHWH B YUETHYHD 3alKCh NMNOAb30BATENA
M3mMeHERNE CBOEMD pUCYHKE

@ BrntoueHre wnK oTKAKIMEHWE KOHTPONA YYeTHBX 3anuced (UAC) KoTtnees Am...

¥ YnpaeneHne yyETHBIMK 3ANWCAMMN NOMNE30EATENE

UroBel CMEHWTE NAP0AE, HAAMATE Knasuwn "Ctrl+Alt+Del”, a 3atem kHonky "CMeda napona”

Puc. 2.3. OkHO N3MeHeHUsI MAPAMETPOB YUeTHOI 3alUCH MO0JIb30BaTeNs
6. BriGepute nyHKT BK/IIOUeHHE WIIH OTKJIIOYeHHE KOHTPO.Is yueTHBIX 3anuceii (UAC).
7. Cucrema orobpasut coodmmenrne UAC o HeoOX0AUMOCTH MOATBEPKICHNUS ICHCTBHUSI.
8. Haxwmure kaonky IIpoaoKuTh.

9. Cucrema otobpasut okHO u3MeHeHus nmapamerpo UAC.

BKNOUMTE KOHTPOAb yueTHbix 3anuceid (UAC) ans nosbiweHns BesonacHocTk

KoHTpone yuetHerx 2anucel (LAC) nomoraeT npesoTepaTiTe HECAHKUWOHWPOEIHHEIE M3MEHEHWA Ha
KOMMBHTERE, PEKOMEHIYETCA HE OTKNHIYATE KOHTPONE YYETHEIX 3aNUCEl, YT NOBBILIAET 33LLUMLLIEHHOCTE
KOMMBHITERE,

WMenonesyiTe KoHTpoAE YYETHEX 3anncel (UAC) AnA 3alupTel KOMNBHTEDE

[ oK J [ OTmenHa

Puc. 2.4. Oxno u3menenusi napamerpos UAC

10. Cuumure 3anonaenue mois Mcnonb3yiiTe KOHTPoJib yueTHbix 3amuceii (UAC) nis 3amm-
Thl KOMNIBIOTEPA.
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WNHucrpykuuu o noarotoske APM

11. Haxwmwute xkHOTIKY OK.

12. Cuctema BBIBEIET NPEIIOKEHHAE TPOU3BECTH TIEpe3arpy3Ku CHCTEMEI.
13. Haxwmwure xHotKy Ilepe3arpy3uTs ceifuac.

14. Cucrema ocymecTBUT Nepe3arpy3Ky CUCTEMBI.

Ilocne BeImOIHEHUS YKa3aHHbIX ﬂeﬁCTBHﬁ KOHTPOJIb YUCTHBIX 3aluceil moab30BaTelet 6y):[CT oT-
KJIFOYCH.

2.2. YCTaHOBKa / O6bHOBJ/IeHe KOMIMOHEHTOB
APM knuneHTa noacucrtrembl MHTepHeT-K/iineHT

YcTaHOBKY KOMIIOHEHTOB A PM KIeHTa TIOJICHCTEMBI HEOOXO0IMMO OCYIIECTBIIATH [TOCIIE HACTPOM-
ku comytctBytorero I1O (em. pasa. 1.4 «Onwucanue nporiecca noArotoBku APM KIIHEeHTa moJcH-
crembl UuTepuer-Knnent» [ctp. 12]).

OOHOBIICHHE KOMITOHEHTOB APM KIIMEeHTa TOJCHCTEMBI MOXET OCYIIECTBIIATHCS TOJNBKO ¢ caiTa
Oanka (cMm. pasa. 1.5 «Onucanue mporecca 00HOBICHN KOMITIOHEHTOB APM kimenTa» [ctp. 13]).

Jlnst ycraHOBKH / OOHOBJICHHST KOMIIOHEHTOB TOJICHCTeMbl Mnmeprem-Knuenm BBIOIHUTE Clie-
IYIOIIUe NEeHCTBUS:

1. 3amyctuTe MacTep yCTAaHOBKM KOMITIOHEHTOB A PM moncucremsl Mumepnem-Knuenm c caiita
OaHka 1100 U3 AUCTPUOYTHBA.

* Jlns ycTaHOBKM KOMIOHEHTOB APM mnoacuctembl Mumepnem-Knuenm nu3 nuctpuOyTuBa
sanyctute Qaitn bSsetup.mSi co CMEHHOTr0 HOCHTENs, COIEpPIKAIIero AUCTPUOYTHB
MIOJICUCTEMBI.

e Jlns yctaHoBKHY / OOHOBIIEHMSI KOMITOHEHTOB A PM KineHTa moacucreMsl Anmepnem-Kiu-
enm C caiiTa OaHKa BBITIOJHUTE CJICITYIONTHE TCHCTBHSI.

1. HaGepure B ampecHoOl cTpoke Opay3epa aapec caiita, BeIAaHHOTO OaHkoMm. Hampu-
Mmep, "'"https://bank.ru".

2. OrtkpoeTcs rMaBHas CTpaHHIA caifTa C MpeJIoKEHHEeM YCTaHOBUTD IUIarvH, odecrie-
YUBAIOUIMHA PaOOTy KIMEHTCKOH YacTu nmoacucreMsl Mumeprnem-Knuenm.

3. Haxwmure kHonKy 3arpy3uthb Ilnarusn.

4.  OTkpoeTcs CTpaHHIIa yCTAaHOBKH IJIarvHa.

NMpunMmevyaHnue

IIpu nosenenun auanora 3arpy3ka (aiijia HOXXKMUTE KHONKY 3amycTHThb. B ciydae
BBIBO/Ia Ha 3KpaH MPEAyNpeKAECHH CUCTEMbl 0€30IIaCHOCTH HAKMHUTE KHONKY 3aIry-
cruth /| BeimosnuTh. B ciyuae BeiBoja Ha dKkpaH auanoroporo okHa KonTpoas
YUeTHBIX 3alucell Moab30BaTe el HakMuTe KHONKY Jla.

2. IIpowusoiiner mepexon B TIaBHOE OKHO MacTepa YCTaHOBKH.
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WNucrpykiun no noaroroske APM

MynbTHOpaysephbiil Knnent HK™ - InstallShield Wizard

Bac npueercreyet nporpamma InstallShield
Wizard ana "MynbtebpayzepHbiii kKnweHT HK"

Mporpamma InstallShield(R) Wizard BeinonHMT yoTaHoBKY
| MyneTHOpay3epHEId KnKeHT MK Ha kKoMmetoTep. AnA
NPOAOITKEHWA HE#MATE KHoMKy “flanee”,

MPEAYTPEX AEHWE: daHHaA NporpaMMa 3alWULEHS 3aKoHaMM
0l AETOPCKMX NPEBAX M MEXA YHAPOAHEIMM COMNELIEHNAMMA, l

OTHeHa |

= Hazan

Puc. 2.5. 'naBHOe OKHO MacTepa YCTAHOBKHU IJIArMHA
3. Haxwmure kHonky dasee.

4. Tlpowu3oiineT mepexosa B OKHO BEIOOpa KaTaiora yCTaHOBKH.

i-;‘ "MyneTrbpaysephbtil kinnenT HK” - InstallShield Wi

Manka HasHaYeHHA

HammuTe kHonky “lanee”, 4Tobbl YCTEHOBMTE B 3Ty Nanky. HakMaTe
"MzMeHWTE ", 4ToDEl BBINONHKMTE YCTEHOBKY B ADPYIYHD NanKy.

YeTaHoBKa MyneTHOPaY3epHEIA KneHT MK 8!

C:\Program Files (x88)\B55ystems\BSSPlugin' MamermTe. .. |

Installshield

OTmena |

< Hazan

Puc. 2.6. Bbi6op kaTajiora ycTaHOBKH
5. Haxwmure kHonky U3MeHHMTB ¥ CTaHIAPTHBIM 00pa30M BEIOEPHTE KATaJIOT yCTAHOBKH.

6. Haxwmure kHOTIKY Jlanee.
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WNHucrpykuuu o noarotoske APM

B oTkpbiBIIEMCS OKHE HAXKMUTE KHOMKY Y CTAHOBMTD.

CucreMa OCyIIECTBUT YCTAHOBKY IUTATHHA M Ha DKPaHE MOSBUTCSA COOOIIEHNE 00 YCIIEITHON
YCTaHOBKE.

[Ipoutnre coobuierre n HAXKMUTE KHOMKY 1'0TOBO 114 3aBEepIIeHNsT yCTaHOBKH.

2.3. HayanbHana HacTponka NOACUCTEMbI
NHTepHeT-K/1ineHT

Hauanbhnast HacTpo¥Ka MOJICUCTEMBI OCYIIIECTBIISIETCA MOCJE YCTAHOBKM KOMIIOHEHTOB APM kiu-
edTa mnoacucremsl Mumeprnem-Knauenm (cMm. pasn. 1.4 «Omucanue mporiecca TOAroToBKH APM
KIHeHTa mojacrcreMsl MaTepHer-Kient» [ctp. 12]).

2.3.1. HauanbHaa HacTpoMka napaMeTpoB BxoAa B
CUCTEeMYy C TUMNOM 3aLunTbl KaHaNla OAHOCTOPOHHMUN SSL

HpI/I IEPBOM BXOJ€ B CUCTEMY I1OJIL30BATECIIIO HCO6XO,I[I/IMO HAaCTPOUTH MapaMe€Tphbl, OTBEYAIOIINEC
3a PACIIOJIOKCHUE KpI/IHTOFpa(l)I/ILICCKI/IX KJIFOUEH. I[J'I}l 3TOr0:

1.

B coorBerctBuu ¢ m. 1 nox. Aumeprem-Knuenm. Pyxosoocmeo nonvzoeamens - 0. 6 IOK.
Hnmeprem-Kiuenm. Pykoeoocmeo nonvzosamens (npu pabore cuctemsl B pexxume [[C) nmu
n. 1 npox. Humepnem-Knuenm. Pyxosoocmeo nonvzoéamens - ?27?2docerror????

(step_applc.insEntranceSSL.org) (mpu padote cucremsl B pexxume PC) uHcrp. «Bxon B cu-
CTeMy C 3amuTol kanana "OmHocroponnuit SSL"» nok. Mwmepnem-Kiuenm. Pyxosodcmeo
nob306ameis OCYIIECTBUTE BHIOOP OpPraHM3alliy, OT UMEHH KOTOPOil BBl paboTaere, U MoA-
pasneneHusi, B KOTOPOM OCYILIECTBIISICTCS 00CITY)KUBaHUE OpraHu3aluu (Ipu padoTe CUCTEMBI

B pexxume [[C).

Ha CTpaHUIIC I[OHO.J'[HI/ITCJII)Haﬂ aBTOpU3alMs BBIIIOJIHUTE HaCTpOfIKy napamMeTpoB, OTBEC-
Yaronux 3a pacCriojioXCHUe KpI/IHTOI‘pa(l)I/I‘lCCKI/IX KJIIOYeH.

InA Bx00a B cUCTemy TRERYeTcA QONONHUTENEHAA AETOPUIALMA.
BrifiepuTe af0HEHTA, 0T MMEHW KOTOpOrD By0eT NpOMSERqEHa AONOMNHHTENEHAA
ABTORMZALUMA:

¥ 1 SignPrermiera =
= 25ignPremiera

Ey0eT NpoM3BeAeH TECTOBLIM CEAHE CBASM C NPOBERKON KNiodel 3LN
HacTpaWTe NapaMeTpbl KNGYeEby HOCHTENE R aB0HEHTOE MOXHO 20RCkE.

Puc. 2.7. Ctpanuna JonoTHUTEJIbHAST aBTOPH3AMS

a. B Omoxe BrIOOpa ykaknre Ha3BaHue aboHeHTa Oll, OT MMEeHN KOTOpPOTO OYIET BHIMOIN-
HSTBHCS JOTIOJTHUTENIbHAST aBTOPH3ALIHSL.
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b.

] HacTpoika napaMeTPoE KNHYEBLIH HOCHTERER aboHeHToe LM — Web Page Dialog

HacTpolka napameTpoB KNoHYeBbIX HocuTenew aGoHeHToB 31N

Erilefare S30HEHTS, NBDEMETERI KNDHEE 00 HOCATEN S S0TOROM TREOYIT HACTEROAEN . BHECHT & HEDTC0TBIE MSMEHEHAA.
YOROHTECE, HTD MECTO XEHEHN A NAPEMETIOE KIKSEEOM HOCHTENA B eIGREHH0M a00HERTE COOT ETCTEYET BiE W WM NOKENAHK A

BIOROATE 3A0HBHTE

BrinonauTe HaCTPOWKY MapaMeTPOB KIIFOUEBBIX HOCUTENEH.

A. Haxwmure n1eBoif KHONIKON MBIIIN Ha CCHIIKE ISt HACTPOWKH IMapaMeTPOB KITFOUEBbIX
HOCHTEIEH.

B. Ortkpoercs okHo Hacrpoiika mapameTpoB KJI0O4eBBIX HOcHTeseii a0OHEHTOB
11

= 1 SignPrermiera
 28ignPramicra

MANAMETIR ENOHRE0M0 HOCATRNA:

PRAAN CEEPETHOMN KNous |D:1.BSE Btands\17A28702 0060 KEEYENT000003_1 IJ[IEIUUﬂ#.EIS_CRTC\.Cr\,Iptl:ﬂF-
PARN OTKRLTOrD KMoUE |D:1BSS Btand s 74281020084 EEYEL1 000003_1 EI[I[IDD1'u£‘-EIS_CRTClCr\,IptniF-
OHperTOpKa CNPAEOUHMES CERTHRMKATOR |D:1BSS Etand s 7022102008 <EYEL EII:II:IDI:I:]_1I:IIZIIZIUIH'L.!'-EIS_CRTC’LCWFJMF.

BLIGepMTe MecTo XpaHeHHA NapaMeToe:

% Hacepeepe GaHia
" Ha NOKaneHOM KOMIBTERE

[ ok | OTMEHWTE

Puc. 2.8. Oxno Hactpoiika napameTpoB KJi04eBbIX HocuTeliel adonentos JI1

C. B o6moxe BriOopa BriGepurte aGonenTa BriOepuTe Ha3Banue aboneHTa D1, s ko-
TOporo BBl XOTHTE BBHINOIHUTH PEAAKTHPOBAHHME MECTA XPAaHEHHS M HapaMeTphl
KIIFOYEBOTO HOCHTENS aDOHEHTA.

D. B Omoke IlapamMeTpbl KJIH04€BOr0 HOCHTEJSl YKXHTE pacroioxeHune (aiino
xiroueoro Habopa CK3U. Habop moseis, npencraBieHHBIX B O10ke [MapameTpsnl
KJII04eBoro Hocuressi, 3apucut oT Buga CK3UW momp3oBatens. IloapobOnee
cm. opuit. A «ITapamerpsr CK3U, noctynnble ajis peraktupoBanusy [crp. 23].

NMpuMmevyaHue

B psize ciydaeB cepTHdHUKATEI (OTKPBITHIE KIFOYN) MOTYT XPAHUTHCS HE HAa CMEHHBIX
HOCHUTENAX, a B BJ[ cHCTeMBI M CUMTHIBATHCS OTTYJA Ha JIETY IpH HeoOxoxumoctu. B
9TOM Clly4ae 3a7aBaTh pacojoxeHue (aiiia OTKPHITOro KIK4a U PacIoIoKEeHUE Ka-
Tajiora CpaBOYHUKA CEPTHU(UKATOB HE HY>KHO.

E. B Omoke BeiOOpa BoiOepuTe MeCcTO XpaHeHHs MapaMeTPoOB 3aaiiTe crmocod xpa-
HEHHUS ImapameTpoB aboneHTta DI1.
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WNHucrpykuuu o noarotoske APM

e Jlnst Toro uT0OBI TaHHBIE TApaMeTPhl XpaHUJIHCH B 0a3e JaHHBIX OaHKa BRIOEpUTE
3HaueHue "'Ha cepBepe Oanka". Ouu O6yayT Xxpanutees Ha cepsepe J1bO B Ha-
CTpOMKax akTUBHOTO cepTH(prKaTa B KpUITONpOodIIe yKazaHHOTO abOHEeHTa.

e Jlns TOro 4TOOBI HACTPOWKH XPaHMWINCHh Ha TEKYIIEM KOMIIbIOTEpPE BBIOCpHTE
3HauyeHue "'Ha jgokamsHOM KoMIbioTepe''. CoxpaHeHne OyIeT OCyIIeCTBISIETCS B
¢aitne xoupuryparmu BsSsCrLoc.cfg. Xpansiuecs TOKalIbHO, HACTPOHKH
AEHCTBYIOT Ha BECh KPHIITONPO(UIIB B 11eJI0M (TO ecTh Ha JIFo0bIe KIIIOYH, OTHO-
csIIMecs K JaHHOMY KPHIITONPO(UITIO).

F. Haxwmute kHonky OK. CucTema BBIOIHHT MPOBEPKY KIIFOUEBOTO HaOOpa.

G. B cinyuae BBOJa HEKOPPEKTHBIX 3HAUCHUI MapaMETPOB KIIFOUEBBIX HOCUTENICH HITH
UCIIOJIb30BAaHNsI HEBEPHBIX KITIOUEBBIX HA0OPOB CHCTEMa BBIBEJIET COOTBETCTBYIOLIEE
coobuienue 00 ommoOke. 3HaueHUs apameTpoB Osoka [lapamMeTpbl KJKH04€BOTo
HOCHUTEJS He OyayT coxpaHeHsl. Bepautecs k . 2.0.C.

C. ITocne BeIMOTHEHUS HaCTpOP'IKI/I napamMeTpoB KIIFOUYCBBIX HOCHUTEIEH HaXMUTE KHOIIKY
Hauee.

3aBepmute Bxon B cucteMy B cOOTBETCTBHU € 1. 8 nok. Humepuem-Kiuenm. Pyxogoocmeo
noav3osamesiss AHCTPYKUUU HHCTP. «Bxon B cucteMy ¢ 3amuTol kaHana "OnHOCTOPOHHHN
SSL"» nok. Uumepnem-Knuenm. Pyxosoocmeo nonvzosamens.

22



NMpunoxxeHue A. NapamerTpbl CK3U,
AOCTYMNHbIE ANA pefAaKTUpPOBaHUSA

Jnst oomena undopmaiein mexay cucremoii "JIBO BS-Client x64" u BC "1C: Tlpeanpusitue"”
MPeIOTIPEACICHHBIMU SIBIISIFOTCS CIIEAYIONIHE YCTAaHOBKY:

A.1. OpenSSL

®aiis cexperHoro kiroua / User Secret key — nonublii myTh K (aiiay CeKpeTHOro KIIH0Ya,;

®aiis oTkpoIToro Kiatoua/ User Certificate — monubiit myTh K daiiny ceprudukara (OTKpbITOrO
KITI0Ya);

JupexTopusi cnpaBoyHuka cepruduxaros / Abonents dir — myTs K KaTaaory, B KOTOpOM
xpansiTes cepruukars aboneHTos Ol

Jupextopus ceprupurara LIA / CA dir — nyTb K Katanory, B KOTOPOM XPaHUTCS CEpTUPUKAT
Hentpa ABTOpH3anuy;

JMpeKTopHs CIUCKOB 0TO3BaHHBIX cepTHdukaToB / CRL dir — myTh K Karanory, B KOTOpOM
XpaHATCs (Gailiibl CIMCKOB OTO3BAHHBIX CEPTH(OUKATOB,;

®aiinn CY / RND file — nonnblit myTh K (aiiiny BEKTOpa MHULMATA3AIMU JATYMKA CIIydalHbIX
yucen (@rand).

A.2. Ms Crypto API 2.0

NpuMmevyaHue

JlaHHBIH THT KPHUIITO3AMUTHI Hcmonb3yercs st cnenyrommx CK3U: Crypto Pro CSP 2.0, Crypto Pro
CSP 3.0, Crypto Pro CSP 3.6.

®aiin anuHoro ceprudukara / User certificate file — monusiii myts k daitny Bamero cepru-
¢uxara,

Hupextopus ceprudukara LA / CA certificates dir — myTs k karanory, B KOTOPOM XPaHUTCS
ceprudukar lleaTpa ABTopH3anuy,

TupekTopus cnpaBouHuka cepruduxaros / Abonents certificates dir — myTs k kartaory, B
KOTOPOM XpaHsTcsi cepTudukaTel aboHeHTOB DII;

JMpeKTopHs CIIUCKOB 0T03BaHHBIX cepTUdukaToB / CRL dir — myTh K KaTanory, B KOTOpOM
XPaHSTCsI CIIUCKU OTO3BAHHBIX CEPTH()HUKATOB.

A.3. Message-PRO 1.3x, 2.x, 3.x

®aiis auuHoro cepruduxara / Current certificate — nonueiit myts K daitny Bamero cepru-
¢dukara;
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ITapamerpsr CK3U, noctynHble 11l pe1akTHPOBaHUA

Karasor cepruduxaroB Bamux adonentos / Certificate directory — nmyts k karaiory, B
KOTOpOM XpaHsTcs cepTuduxarsl abonenTos Ol

Karasor cekpernbix kirwueii / Private disk directory — monsslii myTs k (aitny Bamero ot-
KPBITOTO KJII0Ya,;

Karanor renepamun HoBbIX Kiatodeii / New Keys Path — s BbinosiHeHUsI iepereHepanum
Kiroueid HacTpoiika yrwintel AdmMINPKI nomkHa cOOTBETCTBOBATh 3HAYCHHUIO JAHHOTO Mapa-
METpa;

Karanor ceprupuxaroB uentpos ceprudpukxanuu / CA directory — myTts K karaiory, B Ko-
TOPOM XPaHSATCS CepTU(UKATHI LIEHTPOB CEPTUHUKALUK; B CITydae MyCTOr0 3HAYCHUS 3a yKa-
3aHHBIN Katanor npuHuMaercs <Private disk/directory>\CA,

Karasior cnuckoB oro3Banubix ceprudukaros / CRL directory — myTs k karaiory, B KOTO-
POM XPaHSITCS CIIMCKH OTO3BaHHBIX CEPTH(HUKATOB; B CIIydae MyCTOTO 3HAYECHHUS 38 YKa3aHHbIN
katasor npuaumaetcs <Private disk/directory>\CRL.
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